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Abstract

Ethics is applied and required in different disciplines and fields. Ethics affects computing decisions in software product development
and procedures. Ethics are examined during the requirements engineering phase of the software development life cycle. Using a
case study, the study explores the various ethical issues that affect the requirements engineering phase in Sub-Saharan Africa. It
also highlights the research gaps and provides a framework for addressing these issues. Interviewing, focus group deliberations,
goal-directed sampling, and qualitative examination were all used. When it comes to incorporating ethical considerations of
software during requirements engineering, this research finds a lack of industry norms, standard codes of conduct, and other
rules inside firms. It also implies that practically all businesses lack ethical problem identification and verification processes.
Furthermore, the key ethical difficulties observed are classified into the following: requirements identification issues, quality-based
issues, conducting prohibited actions, refusal to provide requirements, the nonexistence of a legal basis for responsibility, and
knowledge gaps. Based on the outcomes of this study, it can be stated that there is no specialized strategy for identifying
ethical difficulties in software firms. Furthermore, standards are non-existent or procedures in place inside the businesses. This
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necessitates resolving existing and developing requirements for ethical engineering problems.
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1. Introduction

Ethics is applied and required in different disciplines and
fields [1]. Ethics greatly affects users, customers, experts,
and company decisions around software product develop-
ment and operations. Ethics is defined “as a standardized
framework for understanding, evaluating, and discern-
ing of right and wrong, good and bad, and admirable
and deplorable as they relate to the well-being of and
relationships among sentient beings as they relate to the
well-being of and relationships among sentient beings” by
some scholars [2]. Ethics and software are inextricably

linked, whether directly or indirectly. The task of soft-
ware engineering is inextricably linked to people. As a
result, software engineers’ ethical familiarity, practices,
and expert abilities are becoming increasingly important
in the sector [2]. For that matter, software-related issues
may have negative consequences for stakeholders. They
are often at the root of several technical disasters [3].
Software system failure may severely affect people’s lives
and create public harm [1]. Software project catastrophes
have been a notorious issue since the beginning. Even
though countless studies on software quality have been
published and many changes to the software development
cycle have been implemented, software project failure
remains a significant concern. They create profit in a
short span, but in the long run or probably shorter, they
could result in significant monetary losses as well as so-
cietal harm owing to a lack of or complete disregard for
guidelines, policies, customs, and ethical considerations
[3].

Several studies [4] [5] have examined software ini-
tiatives’ success and failure rates. These investigations
revealed that substantial issues with the development of
effective software projects exist across several sectors. It
was also stated that while project administration concerns
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are a common cause of software system failure, customers
and other stakeholders also play a role [3]. Mostly, these
malfunctions are caused, actively or passively, by software
engineers failing to execute their professional duties by
engaging in unethical professional conduct [1] [6] [7]. To
generate meaningful and important software products
for all personnel, the whole development process requires
careful identification and assessment of ethical considera-
tions [3]. There are essential ethical considerations that
should be well-thought-out in each step of the SDLC,
despite the different software development paradigms [3]
[8]. By evaluating ethical concerns in the requirement
engineering phase, many issues will be resolved and may
not even arise [9] [10].

they put it, helps to integrate values into software devel-
opment. There are various distinctions between ethics
and values [16]. However, there is a strong relationship
between the two. [17]. Thus, ethical ideals are critical for
supporting software engineers in their work [18]. In an
attempt to solve some of the problems arising from the
ACM/IEEE set of ethics, Al Ammar et al. [6] [19] made
a scientific investigation into an organization referred to
as SADA, a Saudi Arabia-based software development
company, investigating their practices more intently. In-
terviews, questionnaires, and other secondary sources of
information were utilized. The researchers proposed a
novel system that considers the four main standards of
the IEEE/ACM code of ethics. They then classified these

Ethical considerations must be well-thought-out through-standards into four categories: requirements engineering,

out software development to achieve a justifiable influence
on development. Surely, ethical issues may and should
be vital in the beginning stages of the Development Cy-
cle, Specifically, the stage of requirements engineering [3].
Requirements engineering is a vital stage of the whole
development process, to the extent that, if it is done
excellently, it leads to the software development’s success
[10] [11]. Even if the software is correctly implemented,
the software product will be unsuccessful after some time
if it fails to match the appropriate requirements [11]. This
stage is well-known for being the most difficult stage for
introducing ethical issues and is often done without clear
thought of moral issues. Hence, the requirement engi-
neering phase has suffered a slew of ethical blunders [12];
examples include intentionally delaying noxious require-
ments and requirements with continuing and unknown
hazardous consequences. Additionally, unfitting, decep-
tive, incomplete requirements, disregarding important
parts of the business model, and pointless intricacy and
operationality, are all considered ethical violations [12]
[13]. Ethical considerations should be factored into the re-
quirements engineering process to address this. Therefore,
this research examines ethical issues arising in software
requirement engineering in software development. This
examination will be done by interviewing focus group
deliberations, goal-directed sampling, and qualitative an-
alyzes.

2. Ethics analysis in software development
firms

To this day, software engineering ranks high on lists of
the best jobs in the world [14]. With the advancement
of software engineering, there has been a rise in the im-
portance of value-based software, with novel approaches
and methods being applied to always meet the increas-
ing business and stakeholder demands, economic condi-
tions, competition, and cost-effectiveness of enterprises
[15]. Through the analyses of real-world projects, the
importance of value-oriented software system design has
been seen [16]. Value-oriented software development, as

design, test, and maintenance. This was approved by
experts. The research demonstrated that there were not
any proper guidelines for various stages in the software
development life cycle. Also, another finding was that
many did not know of any such code of ethics. On the
downside, this study did not make the codes of ethics
clearer. Additionally, no reason was given as to why only
one company was studied, and only four of the principles
were selected. Their study suggests that further research
is needed to analyze the various ethical issues that may
arise during the development of the SDLC.

In a study conducted on ethical issues surrounding
software engineering in the digital age, Rashid et al. [20]
discussed the need for software engineers to consider the
negative effects of their work on society. Some of the
many ethical worries that arise from software listed by
the authors were privacy, monitoring, and data protection.
The authors also did a basic comparison of the advan-
tages and disadvantages of the applications and failed
to examine deeply the ethical problems arising from the
technologies used. Through their study, Whittle et al.
[16] found a method for incorporating human values into
software engineering and put forward a novel technique
for considering the aforementioned values. The authors
of the study noted that while developing software sys-
tems, it is important to consider the various human values
involved in a system’s design and implementation. For
instance, values such as openness and liberty should be
considered when building a software system. To obtain
results for incorporating human values into software devel-
opment processes, technical and non-technical solutions
must work together. Nonetheless, Whittle et al. [16]
focused their study more on values than ethics.

3. Methodology

The focus of this study is on software firms in Sub-Saharan
Africa. Renowned software companies were used in this
survey. In terms of development tasks, the companies
vary from small to big (employees of more than 100). Job
experiences ranged from 5 to 29 years. These organi-
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zations work in various fields of IT. They are dispersed
among [T-related fields like; E-Government, databases,

hospital management software systems and other manage- Table 2. Participants’ demographic information

ment systems, customer relationship management, mobile

applications, and several others. Category Category Percent- Number  of
age (%) Participants

3.1 Tools for data collection preparation

Thirteen questionnaires and five focus group discussion Gender %‘/Ialel ?;

questions were created and assessed by twelve experts in emate

the field of computer science and engineering to ensure Age From 20-35 9

their legitimacy. The companies are located in Accra, From 36-50 22

Kumasi, Lagos, Freetown, and Abuja, which form most of Above 50 4

the prominent cities in Sub- Saharan Africa. Participating Educational BSc 9

firms were selected using purposive sampling among the Level

available software companies. These are companies who MSec 25

were willing to participate in the research. To maintain PhD 1

confidentially, the names of the companies were numbered

using roman numerals except for one firm, which has four Y-'ears of Expe- 1 year 3
rience

years of experience; the majority of the companies had
been operating for more than seven years. Company 5 years 3
II has been creating software products and services for 7 years 4
twenty years. Table 1 gives the details of the companies.

Table 1. Participants and software firms

Company Years of Number Size of
Opera- of those Com- 25
tion who par- pany 20
took in
15
the re-
search 10
I 10 3 9 >
II 20 7 628
111 13 3 192 Male Female
v 18 3 501
A% 4 2 6 Figure 1. Gender
VI 17 17 3001
Table 2 shows the demographic information of the
participants. This allowed the research findings to be
applied in various software development organizations,
25

depending on their size and maturity. Purposive sam-
pling is used to choose the firms and individuals who will = 5,
participate. Following the selection of the organizations,

thirty-five willing professionals with a theoretical and = 15
practical understanding of software development, notably

. . . 10
requirements engineering procedures, were chosen.

. ]

From 20-35 From 36-50 Ahove 50

Figure 2. Age
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30

25
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4.5

3.5

25

o]

1.5

0.5

BSc MSc

Figure 3. Educational level

1vyear 5 years

Figure 4. Years of experience

PhD

7 years

3.2 Procedure for data collection

The number of interview questions and discussion ques-
tions administered to each focus group was fifteen and
five, respectively. For the requirements engineering phase
in software development, the questions addressed ethical
problems. The interview was audio-recorded, and it lasted
around 45 minutes on average. During the interviews,
we utilized probing questions to get specific information
on pertinent ethical problems. Two focus groups were
examined. Each focus group discussion lasted an hour
on average. The talks in these focus groups were quite
open and participatory. Furthermore, all of the partici-
pants agreed to participate in the study. The focus group
and interview questions were designed to align with the
research questions. There are three research questions.
Each of the study topics is discussed about the designed
data-collecting instruments in this section.

The first study question looks at software businesses’
practices when an ethical issue arises in the requirement
engineering phase. Three interview questions and two
focus group discussion questions were created to help
with this. These questions were used to evaluate soft-
ware businesses’ use of professional codes of conduct and
guidelines, as well as how they were applied in day-to-day
operations to address ethical challenges in requirements
engineering. The second study topic focused on the ethical
considerations that should be made during the require-
ments engineering process. Two focus group discussion
questions and five interview questions were created to
answer the main questions of the study. The final study
question examines whether firms employ any methodolo-
gies or approaches to uncover ethical issues throughout
the requirements engineering process. After conducting
interviews and focus group discussions, the researchers
prepared a study report.

The acquired data were transcribed and examined
several times to determine the key themes of the find-
ings. The information was structured such that it could
be analyzed. Four qualitative coding procedures were
utilized to examine the data. The primary themes and
groups derived from the data are grasped using this cod-
ing method. This coding approach assisted in gaining a
general feel of the content and preparing a portion of the
data for further coding and categorization. Furthermore,
initial coding was employed to thoroughly evaluate each
aspect of the data. Then, from each different segment of
the data, starting codes were constructed. In addition
to the aforementioned methodologies, in-vivo coding was
used to capture some of the respondents’ essential real
phrases. We also employed attribute coding to aid in the
discussion of software businesses and the demographic
characteristics of individual participants (Table 2).

The phases of the coding process mentioned in the
methodology were employed. The anchor code was iden-
tified. The overall ideas of the corpus were recognized
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utilizing holistic coding. Furthermore, after catching up
on the main aspects of each data collection, each word,
phrase, and sentence was thoroughly examined. The ap-
propriate statements were coded and placed under their
corresponding anchor codes in the second step. In ad-
dition, in-vivo coding was used to capture certain key
remarks from the respondents. The resulting preliminary
codes were created during the third step of the coding
process. They were then displayed in the fifth step. The
sixth step involved creating and examining categories to
build themes that met the research objectives. Finally, im-
portant themes emerged from the research findings. The
primary findings of the research related to each subject
are presented in the next section.

4. Result and discussion

The initial goal was to assess participants’ understand-
ing of the need to explicitly consider ethical problems
throughout software requirements engineering procedures.
All of the participants agreed that it is critical to consider
ethical concerns throughout requirements engineering pro-
cedures. The participants mostly deliberated on two im-
portant groupings: ethical considerations in requirements
engineering methods, which aid in the development of
high-quality software while minimizing ethical concerns.
This means that many benefits are reaped by considering
ethical problems early in the system development life
cycle. Some of these benefits include securing privacy
and security, most importantly. It also improves software
project success, refines products, and improves usability,
as well as enables the retrieval of in-depth information
that can be secured. Ethical considerations also help
to reduce ethical infractions. This means that thinking
about ethical issues may help to avoid false requirements,
safeguard secrecy, uphold societal ideals, and identify
comprehensive requirements, among other things.

Analyzes of software-development companies were
held to learn more about software engineers’ behaviors
in terms of incorporating ethics during requirements en-
gineering. The evaluation of the application of the pro-
fessional code of conduct and guidelines in the software
industry was carried out. Except for one, all participating
companies use a typical approach to requirements engi-
neering procedures. During the requirements engineering
procedures, that single firm attempts to concentrate on
detecting ethical risks as early as possible, particularly
security elements of ethics. This company practices a vari-
ety of methods, including guaranteeing security concerns
by paying close attention to them. Filtering requirements
are also done with issue-tracking tools.

IV, virtually all the firms claimed they lacked procedures
to assess ethical considerations throughout the software
development life cycle.

The second part of the study is to find out what
ethical issues should be included in the requirements
engineering process and how they should be considered
during software development. It also aims to analyze
the various obstacles that prevent people from ethical
behavior. Through this process, researchers will be able
to identify the most common ethical problems that occur
in software development and the most severe instances
of misconduct that have happened. Two main categories
(themes) of difficulties in response to this study topic were
encountered. The first topic addresses significant issues,
such as major issues related to ethical considerations in
requirements engineering. This subject was dubbed "basic
ethical concern theme" because it encompasses the most
important ethical issues raised by participants during the
interviews and focus group discussions.

Many viewpoints and reflections were observed among
the participants. Nonfunctional needs, according to one
participant, might include ethical issues. "Nonfunctional
criteria are difficult to capture and expensive to test," he
stated. Users were unable to appropriately identify them.
Taking non-functional needs as a requirement is extremely
difficult because of these and other comparable issues."
Furthermore, he stated that even functional needs are
unreliable in our nation. The presence of these insecure
functional needs makes it tough to take non-functional
needs like ethical issues into account. This is because it
necessitates finances, a platform, and other resources.

According to the other responder, most ethical prob-
lems are personal. Thus, they are linked to a person’s
behavior. "The difficulty with requirements engineering
is that, despite the existence of frameworks and rules, the
recommended framework is seldom applied," he stated.
Another issue is the lack of expertise on both the cus-
tomers’ and business analysts’ (requirements engineers’)
sides. The capacity to recognize needs, listen, gather, and
properly write those requirements is a difficult challenge
to solve. Furthermore, they have no idea how their firm
is going from the customer’s perspective.”

"The main difficulty during requirements engineer-
ing is the irritation of consumers using an automated
solution", observed another attendee. Because they felt
automation would result in, them losing their employment,
causing overload (workload), and bringing them closer to
it, as a result, when questioned about needs, they may
not want to provide the true requirements. They keep
the requested information to themselves. Other ethical

Furthermore, this corporation has created divisions/departiffienisies observed include imprecise business processes,

"this helps us increase our performance and generate
better software," respondents said in response. Other
companies which responded indicated their lack of any
professional responsibility standards. Except for business

vague needs, unfilled infrastructure, and the use of out-
dated tools and technology". "Customers may not be will-
ing to provide all relevant formats, papers, and reports,"
the other individual added. They have the propensity to
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be hidden. Some may be ignorant, but most do so on pur-
pose for various reasons, such as fear of losing their jobs
due to automation, loss of unneeded perks linked with
corruption, and so on. Observation of about six kinds of
ethical difficulties in the analysis: requirements for de-
tecting issues, issues with quality, carrying out prohibited
activities, reluctance to provide requirements, gaps in
knowledge, and an absence of legal justification or stan-
dards for accountability. Identification of requirements is
a process that involves identifying the various elements of
a project that need to be done to meet a business’ needs.
Some of the issues identified regarding this subject include
lack of attention to detail, focusing only on the functional
requirements, missing requirements, unclear requirements,
and omitting requirements. There were concerns linked
with quality in addition to needs identification issues
throughout data collecting. Among these are difficulties
with usability, confidentiality, cyberattacks, security, and
privacy, among other things. Another category includes
engaging in prohibited activities. The majority of respon-
ders highlighted issues like poor work ethics, carelessness,
adding malicious code to the code base, copying the codes
of others, and so forth. The other area under this issue in
basic ethical considerations is refusing to offer engineers
suitable requirements. Many consumers are hesitant to
provide the essential data for the desired system from the
customer’s standpoint. As previously stated, this is the
customer’s major issue. Some codes in this category are
impure and too complex, making it difficult to provide
clear, precise and acceptance criteria.

One of the main reasons why there is a lack of account-
ability is due to the lack of specific legal requirements
or guidelines for software development. This category
shows the lack of national standards for software devel-
opment. "We supply services for service-giving organi-
zations," claimed business V responders. “In practice,
however, this is just too tough and demanding. We do
this because we build services and then sell them to ser-
vice providers. They stated that some corporations might
be able to get their consent by using a variety of methods,
such as voice or manually. They also claimed that there
are no laws or regulations that require developers to follow
certain rules and regulations when it comes to their work.
The punishment of developers who neglect moral issues
lacks a legal foundation. Therefore, there needs to be a
system in place to hold developers responsible for their
unethical actions. It should be in the form of practice or
policy. There should be legislative mechanisms to ensure
that ethical problems are addressed and that software
developers are held accountable."

The knowledge gap is the last but not least category.
As previously said, both technical workers and customers
lack expertise. The second topic that emerges from this
is management-related issues. Data analysis results in
management difficulties, which are problematic. The fo-

cus of this subject is on software project management.
This addresses a variety of issues. To name only two
issues, frequent modification requests and a reluctance
to make adjustments are the most serious. These cate-
gories are used to classify various problems that can affect
the quality of an organization’s work. Some of these in-
clude conflicts of interest, inadequate requirements, poor
change management, and scope creep. The third research
question concerns the methods and techniques used to
determine the ethical issues that can be addressed in the
requirements engineering process. This issue is addressed
by examining software businesses’ approaches to identify
and address these issues. The study also highlighted the
need for further research on the various ethical concern
processes and their applications. It makes it important
to consider the existence of these processes and their ap-
proaches. As a result, an evaluation was made on ethical
considerations using interviews; some of the interview
questions before identifying and recommending applica-
ble techniques. Questions two point three (2.3) and three
were also utilized in the focus group discussion.

The approaches, existence, or lack of ethical problem
identification methods were explored under this subject.
Most firms have no defined methodologies for identifying
ethical problems during the requirements engineering pro-
cess. Most respondents stated that they do not have any
processes or checking mechanisms to do so. Only a few
mentioned some of the approaches they employ during
requirements engineering. Few firms employ conversa-
tions, seminars, and prototypes to communicate utilizing
various methodologies such as user acceptability testing
and checklists, as well as their intuitive ways. They did,
however, primarily employ these metrics for functional
needs. They are seldom utilized for nonfunctional reasons,
particularly due to ethical issues. In general, the study
findings show that virtually all firms lack well-established
procedures and systems for determining if ethical con-
siderations are examined and included in requirements
engineering processes. Firms in Sub-Saharan Africa lack
a well-organized system for recognizing and incorporating
ethical problems throughout the requirements engineering
procedures. During the early stages of the SDLC, the
majority of them did not employ any guidelines for the
incorporation of ethical problems. Instead, the majority
of respondents requested that explicit guidelines, norms,
regulations, and policies be developed at a national level
to include ethical issues in requirements engineering pro-
cedures.

The second research question was conducted to an-
alyze the various factors influencing ethical behavior.
These included the time spent on challenging tasks, the
number of ethical violations, and the fundamental ethical
questions that were asked. The findings were then used to
develop two main topics: management-related challenges
and fundamental ethical problems. In addition, the third
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research topic is about methodologies. It becomes crucial
to the study to determine if any ethical issues are present
by using identification techniques and check mechanisms.
As a result, research was done on existing methods and
approaches to detect ethical problems in those instance
firms before determining and offering applicable ways for
ethical concerns. The study revealed that many firms
do not have the necessary procedures and tools to iden-
tify ethical problems during the requirements engineering
process. They also use standard methodologies to iden-
tify functional needs. Only one business, company IV,
attempts to utilize traceability matrices and Jira tools
to discover ethical risks throughout requirements engi-
neering processes. On the other hand, these approaches
and tools are not limited to nonfunctional needs; they
may also be used to assess functional requirements. This
means that there is no formal mechanism for quantify-
ing ethical issues throughout requirements engineering
processes in software organizations. With these data in
hand, our next goal will be to offer an ethical framework
for requirements engineering processes, complete with
relevant components and techniques.

5. conclusion and proposed ethical
framework

After undertaking this ethical analysis of the sub-Saharan
African companies, the proposed ethical framework is
discussed in this section. Eight principles were proposed.
Firstly, software engineers should act consistently in the
public interest. The developer should consider how it
will affect the public at large. Secondly, software engi-
neers are obliged to listen and act accordingly to the
request of clients and employers considering the public
interest. Thirdly, the quality of the product they pro-
duce needs to be prioritized. The products should meet
the highest professional standards and the latest modi-
fications. Fourthly, software engineers should maintain
integrity and independence in their professional judg-
ment. Furthermore, the managers of software engineers
should encourage adherence to moral standards in both
the development and maintenance stages. Again, software
engineers should prioritize upholding integrity and honor
of the profession whiles aligning with the public inter-
est. Again, software engineers must develop the habit of
aiding their colleagues, completely disregarding any bad
sentiments. Lastly, software engineers should participate
in intense self-advancement. They should strive to con-
sciously better their professional skills and promote an
ethical approach to the practice of the profession. With
all these steps followed, quality products are guaranteed
to serve the public needs with minimal or no downsides.

By distinctly defining the ethical issues with require-
ments engineering and taking them into account in the
early stages of the SDLC, excellent software products
and services may be produced while also decreasing the

instances of ethical lapses. This research explored the
importance of addressing ethics, software industry stan-
dards, approaches for detecting ethical obstacles, and the
core ethical issues with requirements engineering. The
study’s conclusions showed how important it is to include
ethics in the SDLC’s first phases if one wants high-quality
software products and services and to keep from breaking
any ethical rules. The study also found that there are no
industry standards or guidelines that specify how software
companies should conduct themselves when it comes to
integrating ethics into their requirements engineering pro-
cesses. The results also demonstrate that, regardless of
whether ethical issues are brought up and handled, almost
all firms lack identification and verification procedures.
To include ethical issues in the requirements engineering
phases of the SDLC, a unique ethical framework for re-
quirements engineering was designed. This framework
acts as a guide for doing so.
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